1. INTRODUCTION to AURO Cloud Computing
Welcome to AURO! The purpose of this document is to help you get started with using AURO’s
Public Cloud Compute. This document covers how to setup and launch a virtual machine (VM)
running in the Cloud and how to access it securely.
We strongly recommend reading this before starting to use AURO’s Cloud Compute, since it
contains many helpful hints which might help save both your time and data. Sections 3 and 6
are especially important to read before starting to use any VMs.
This manual is an introduction to the AURO Dashboard and Cloud Computing service and does
not include all of the features. For more details, please visit http://docs.OpenStack.org/userguide/content/.
To use Cloud Compute, simply go through the following steps:
1)

Log into the AURO Dashboard (Section 2).

2)

Configure the Dashboard before launching Linux VMs (Section 3).

3)

Launch a VM (Section 4).

4)

Access a VM (Section 5).

Caution: Any data only stored in the ephemeral storage on the VM will be lost in case the VM
is terminated. To avoid losing valuable data, we strongly recommend storing it differently, e.g.
by using persistent block storage. This, and other kinds of storage available from AURO, are
explained in Section 6.
Once you have accessed your VM instance, you might also want to perform the following actions:
•

Use Persistent AURO Storage (Section 6).

•

Transfer files to and from a VM (Section 7)

•

Access VM websites (Section 8)

•

Make a Snapshot of an Instance (Section 9)
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2.

LOGGING INTO THE AURO DASHBOARD

The AURO Dashboard (https://login.auro.io) is the initial point of access for AURO’s products and
infrastructure. When you signed up for an AURO account, you received a confirmation email with,
among other things, the URL for the AURO Dashboard, your username, password and project
name. Point your browser to the URL and log in using your username and password (Figure 1).
The password is the one you chose during the registration process.

Figure 1: AURO login window

2.1 Overview of AURO Dashboard
After logging in, you will be at the “AURO Dashboard Overview” page (Figure 2). Please take some
time to become familiar with the features of the AURO Dashboard.
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Figure 2: AURO Dashboard Overview page

On the top right of the page, you can find the project name you were given at the time of signing
up with AURO. On the left-hand side bar is a list of tabs, which we will briefly explain below:

COMPUTE
Overview: Provides an overview of the resource usage for the current project.
Instances: Lists all (non-terminated) VM instances belonging to your project. From this page, you
can also:
•

Launch new instances (Section 4)

•

Create a snapshot from an already running instance (Section 9)

By clicking on the name of the instance you can:
•

Access an overview of the VM

•

Access the console of the VM

•

Access the log of the VM

Volumes: Lists all volumes (persistent block storage) you have created.
detach your volumes from the running VM instances here (Section 6).

You can attach and

Images: Lists all images and snapshots that are available for use. To the right of each image, there
is a “Launch” button for launching the corresponding image. This creates a new instance and thus
a new entry in the list of instances under the “Instances” tab (see above).
Access & Security: Allows configuration of the security and access points of the VMs, as well as
API/CLI access. Parts of the configuration need to be performed before starting any VM instances
(see Section 3).

OBJECT STORAGE
Containers: Lists all containers you have created or have access to. You can find more
information on the Object Storage Service in our Cloud Object Storage Manual that includes
instructions on how to use containers for object storage.
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OTHER
Images: Lists all BitNami Images or appliances. An appliance is a virtual machine with preinstalled
software. After starting (and changing the default password) it is ready to use. Please see Section
4 for more information. The list of appliances consists of all available BitNami images, i.e.
OwnCloud, Jenkins, Redmine appliances, just to name a few. From the “BitNami Images” tab you
can launch the appliances, keep track of the ones you have running, and provide feedback as to
which other appliances you would like to us to provide.
Note: AURO does not provide support for the usage of the BitNami applications themselves.

3.

DASHBOARD SETUP BEFORE LAUNCHING LINUX VMS

To access a Linux VM, you have to configure the dashboard correspondingly before launching the
VM. This is because in order to access a Linux VM via SSH, you have to insert a public key into the
VM at launch time. This key and the corresponding private key, the “Keypair”, allows you to
securely access your instances without having to specify your password every time.

What is a Keypair?
A Keypair consists of a private portion and a public portion. The private portion should never
leave your own local computer (much like how you would never give away your real physical key
to anybody else), and the public part you distribute to the places where you want to have access
(like putting a key hole wherever you want to use your real key).
The public part of the Keypair must be made available to the AURO Dashboard before launching
the VM you want to access.
Note: It is not possible to add a Keypair to an instance over the dashboard once the instance is
running. It is possible to later add keys via SSH, but the first key must be inserted via the AURO
Dashboard.
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CREATE A NEW KEYPAIR AND ADD IT TO THE AURO DASHBOARD
To add a Keypair to the AURO Dashboard, you can either create a new Keypair, or import an
existing one. Steps to create a Keypair are explained below and this example assumes that you
do not have an existing SSH key, or if you do not want to use it when logging in to the VMs you
will launch. Follow these steps:
1)

First select the “Access & Security” tab on the left in the Dashboard.

2)
Select the “Keypairs” tab at the top left part of the AURO Dashboard. All Keypairs available
to use in the Dashboard are listed in this list, and the first time you use the Dashboard this table
will be empty.
3)
Click on the “Create Keypair” button in the upper right corner of the table . You
will be presented with a dialog window.
4)

Please specify a name for the key. Let us assume we call it “KeypairOne”.

5)

Click on the “Create Keypair” button in the dialog window.

6)
Your browser will download a file called keypairOne.pem, which contains the private
portion of your Keypair, and AURO stores the public part of the Keypair in the Dashboard.
7)
KeypairOne now appears on the list of available Keypairs in the table under “Access &
Security Keypairs”.
Note: It is recommended to store the private key (the downloaded keypairOne.pem file) together
with your other private keys. If you lose it, you will not be able to log into your VM.
Note: If your local computer is a Windows computer, you will later need to convert the .pem key
file into a .ppk format. We explain how to do this in Section 5.1.
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IMPORT AN EXISTING KEYPAIR AND ADD IT TO THE AURO DASHBOARD
1)
If your existing Keypair is already in the OpenSSH format, skip the next steps and
continue with to Step 5). If your key is in .ppk format, you will have to translate the public part
into the OpenSSH format as follows.
2)
To translate your public key into OpenSSH format, download the program PuTTYgen
(available at www.putty.org) and start it.
3)
Click “Load” and point PuTTYgen to the location of your key on your local (Windows)
computer.
4)

You will be presented with a window similar to the one in Figure 3.

Note: In Step 9, you will be asked to copy the content of your public key, use the characters
displayed at the top of this window.

Figure 3: PuTTYgen window with the public part of a .ppk key highlighted for copying and pasting into the AURO Dashboard.

5)

Select the “Access & Security” tab on the left in the AURO Dashboard.

6)

Select the “Keypairs” tab on the left hand side.

7)

Click the “Import Keypair” button at the upper right hand corner.

8)

Assign a name to the Keypair by entering it into the “Keypair Name” text field.
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9)
Copy and paste the content of the public part of the Keypair (e.g. the content of a file
called id_rsa.pub) into the “Public Key” text field.
10)

Click on the “Import Keypair” button in the dialog window.

11)
Your newly imported Keypair is available in the list of Keypairs under “Access & Security
Keypairs”.

4.

LAUNCHING A VM

Now we are ready to launch a VM instance. You have a choice of launching a VM from an image
with the OS of your choice, or over the BitNami Images page. In the latter case, an appliance
containing preinstalled software, e.g., OwnCloud, Jenkins, or Gitlab will be launched. We
explain how to launch a BitNami Image in Section 4 .1, and in Section 4 .2 we will explain how to
launch a VM from one of the other images.

4.2 Launching a VM from Image
Under the “Images” tab in the AURO Dashboard (Figure 6), you have a list of images and
snapshots from which you can launch new instances. You can get detailed information about
each image by clicking on its name.

Figure 6: “ Images & Snapshots” page
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Note: The images provided by AURO are listed under the “Public” tab at the top right part of
the “Images & Snapshots” tab. If you later make a snapshot of a launched instance, or upload
your own image, it will be listed under the “Project” tab.
To launch an instance, follow these steps:
1)
Go to the “Images” tab and select the image you want to launch, then click the “Launch”
button to the right of it. You are now presented with the dialog window shown in Figure 7. In
this window there are four tabs along the top: “Details”, “Access & Security”, “Post-Creation”,
and “Advanced Options”.

Figure 7: “Launch Instance” dialog window

2)
The left side of the “Details” tab is where you configure the instance you are launching.
Specify an “Instance Name”. The instance name will become the hostname of the launched VM
and it will be used whenever accessing the VM.
Important: If you are launching a Windows VM, the name must be no longer than 15
characters.
3)
Please specify a Flavor. In the “Flavor” dropdown menu, select the hardware profile of
the VM you want to launch. As you change the Flavor settings, you will see the values change in
the “Flavor Details” section on the right in the dialog window. The flavor defines the virtual
hardware of an instance: CPU, RAM, and Storage.
4)
Make sure that the “Boot” option from “image” is selected in the “Instance Boot
Source” dropdown menu, and that the image you want to launch is selected in the “Image
Name” dropdown menu.
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5)
Select the “Access & Security” tab at the top of the “Launch Instance” dialog window
(Figure 8.)

Figure 9, Access & Security

6)
Select the Keypair you want to insert into the VM instance from the dropdown menu. If
the instance you are launching is a Linux VM, this is required, since you otherwise will not be able
to SSH into your VM. If you are launching a Windows VM, it is not necessary to select a Keypair
at this point. If the dropdown menu is empty, and you would like to insert a Keypair into the
instance, please read Section 3 for more information.
7)
Under the “Security Groups” section, you can select the security groups you want the VM
instance to belong to. If you know which security group you want your instance to belong to, go
ahead and select it. Otherwise, you can use the default security group for now, since this group
initially does not allow any access to your VM. The choice of security group determines what kind
of access will be permitted to your VM, it is however very important to carefully select and
configure the security group for your instance. This can however be done after launching the
instance. In Section 5 .4 we guide you through how to configure a security group to allow access
of an instance. Configuring a security group to allow SSH access required for all Linux VMs.
8)
Now you are ready to launch the VM. Press the “Launch” button at the bottom right
corner of the “Launch Instance” dialog window.
9)
Verify that you see your newly launched instance as an entry in the “Instances” table
under the “Instances” tab.
Note: You can also launch a VM instance under the “Instances” tab using the “Launch Instance”
button at the top, in which case you need to select Boot from image in the “Instance Boot Source”
dropdown menu and then the desired image in the resulting “Image Name” dropdown menu.
Note: By setting “Instance Count”, you can specify how many instances with the selected
image/snapshot configuration you want to launch.
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5.

ACCESSING A VM

How to access a VM depends on its operating system and the needs of the user.
For an initial login to a Windows VM, you can use the console provided by the AURO
Dashboard. Before you can log in to a Linux VM over the console, however, you must reset the
password for the default user. This means the first access of a Linux VM must be done over SSH,
using the Keypair you inserted into the VM at launch time. For Windows VMs, however, the
password is set during the setup process performed at the console.
A more convenient way of accessing your VMs than using the console is to access your
Windows VMs using an RDP-client running on your local computer, and to access your Linux
VMs using SSH.
In Section 5 .1, Section 5 .2 and Section 5 .3 we explain how to access a Linux VM using SSH,
how to access a Windows VM using an RDP-client, and how to access a (Linux or Windows) VM
over the console, respectively.
Note: To allow access to a VM from outside of a deployment, over other ports than the ones
used by SSH (22/ tcp), http (80/tcp) and https (443/tcp), you not only need to open the
appropriate ports (Section 5 .4), you also have to assign a public IP address to your VM. We
cover how to do this in Section 5 .5.

5.1 Accessing a Linux VM via SSH
When using your Linux VMs you will need to access them via SSH for command line access. In this
section we give a short introduction on how this is done when accessing your AURO VMs
using the OpenSSH tools from a local Linux/Mac OSX computer (Section 5 .1 .1) and the PuTTY
tools from a local Windows computer (Section 5 .1 .2).

5.1.1 SSH Access of a Linux VM from Linux/Mac OSX
When connecting to a Linux VM using SSH, you need to go through the following steps (which
we explain below):
1)

Open SSH port (22/tcp).
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2)

Give private key the correct permissions.

3)

Add private key to SSH agent.

4)

Connect to VM using SSH.

If you need to access an instance often, you can simplify the commands using the SSH
configuration file. We explain this in the CONFIGURING OPENSSH Section. In the USING AUTOSSH
AND TMUX FOR PERSISTENT SESSIONS Section, we explain how to automatically reestablish the
connection to an instance in case it was lost.
STEP 1: OPEN SSH PORT (22/TCP)
Follow the instructions in Section 5.5 on how to make sure the VM belongs to a security group
where the SSH port (22/TCP) is open.
STEP 2: CHANGE PERMISSIONS OF THE PRIVATE KEY
To SSH into your instance, you have to first make sure the permissions on the private key file
are set correctly. The following two commands set the permissions of the key file and the
directory where it is located and (if at all) only needs to be executed once.
chmod 700 <private key directory> chmod 600 <private key>
The variable <private key> is the file containing the private portion of the key pair inserted into
the VM when it was launched (Section 4), and <private key directory> is the directory where the
private key is located.
STEP 3: ADD PRIVATE KEY TO SSH-AGENT
You also need to add your private key to the SSH agent. On Ubuntu, you can do so by executing
the following command:
ssh-add <private key>
An alternative is to configure OpenSSH as explained under CONFIGURING OPENSSH in this
section.
STEP 4: CONNECT TO VM USING SSH
CONFIGURING OPENSSH
If you need to access an instance more often, it might be more convenient to pre-configure SSH
using the SSH config file, which normally can be found under ~/.ssh/config. Add the following
lines:
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Host MyHost
User <OS Default User>
HostName <Floating IP>
Host CaH-Proxy
User <OS Default User>
HostName <Floating IP>
Host MyHostOverProxy User
<default VM name>
HostName <Floating IP>
ProxyCommand ssh CaH-Proxy nc -q0 <Floating IP> 22
With your SSH config file, you can SSH to your VM using either of the following two commands:
SSH MyHost
SSH MyHostOverProxy
The values to be used instead of the <>-variables are the IP, hostname, and default OS user. The
strings MyHost and MyHostOverProxy can be chosen arbitrarily.
Note: The same simplifying configuration can also be used for the scp and sftp commands (see
Section 7.1 and Section 7.2).

5.1.2 USING AUTOSSH AND TMUX FOR PERSISTENT SESSIONS
To use persistent SSH connections, we recommend using AutoSSH. The AutoSSH utility keeps the
connection alive and reconnects automatically in case of any interruptions.
You can combine AutoSSH with Tmux (terminal multiplexer, similar to Screen) to keep your
session alive even if you lose the connection to your VM. Tmux can keep the session on the VM
to continue long running tasks (e.g. updating packages, archiving, etc.) until you reestablish the
connection.
An example (assuming the ssh-config setup described under CONFIGURING OPENSSH) would
be:
autossh -M 0 HyHost
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For persistent sessions, you should combine AutoSSH with Tmux (or Screen). The following
command creates a new session or attaches to an existing session:
autossh -M 0 MyHost -t “tmux attach || tmux new”
Please see the AutoSSH and Tmux documentation for more details.

5.1.3 SSH Access to Linux VM from Windows
To connect to your Linux VM from a Windows computer, we recommend using the PuTTY tools
(www.putty.org). PuTTY is a free implementation of Telnet and SSH for Windows which also
includes an xterm terminal emulator.
If you want to SSH into a Linux VM from a local Windows computer using PuTTY, you need to go
through the following steps (which we explain below):
1)

Open the port used for SSH (22/tcp)

2)

Make sure your private key has the correct format of .ppk

3)

Add your private key to Pageant

4)

Connect to the VM using PuTTY

STEP 1: OPEN SSH PORT (22/TCP)
Follow the instructions in Section 5 .4 on how to open port (22/tcp).
STEP 2: CONVERT PRIVATE KEY TO .PPK FORMAT
First, make sure your private key has the correct format. When you launched the VM, you
associated a Keypair with the instance (Section 4), and the public part of this Keypair was inserted
into the VM. (If you do not know which Keypair was associated with the instance, look at the
instance table in the “Instances” tab on the AURO Dashboard.) If the private part of the Keypair
is not of the PuTTY (.ppk) format, it must first be transformed. To do so you need to run the
widely available program PuTTYgen on your local Windows computer.
To convert your private key into .ppk format:
1)

Start PuTTYgen.
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2)
Load your existing private key file (e.g. keypairOne.pem, which is of type SSH-2 RSA) by
pressing the “Load” button in the resulting window.
3)

Press the “Save” button to save your private key in the .ppk format.

STEP 3: ADD PRIVATE KEY TO PAGEANT
Now that the file is in the correct format, you need to use the program Pageant. This is an agent
which keeps track of all your PuTTY keys. Start Pageant and add your private key, i.e. the .ppk
file, to it.
STEP 4: CONNECT TO VM USING PUTTY
To connect to your VM you need to:
1)

Start the PuTTY program.

2)

Click on “Connection”, “SSH” and then “Auth” in the left side bar (see Figure 10).

Figure 10: PuTTY configuration: “Allow agent forwarding” must be checked, and the “Private Key file for authentication” must be filled in.

3)
On the resulting page, check the check box “Allow agent forwarding” under
“Authentication parameters” (Figure 10).
4)

On the same page, please specify your Private Key file for authentication (the .ppk file).

5)

Click on “Session” at the top of the side bar on the left.

6)

Enter the Floating IP of your instance under “Hostname”.

7)

Now press the “Open” button and you will be connected to your instance via SSH.
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5.2 Accessing a Windows VM using RDP
RDP is a protocol allowing you to connect with a graphical user interface to a Windows computer.
This allows you to see the desktop of your Windows VM on your local computer.
The steps you need to perform are:
1)

Install RDP client on local computer.

2)

Open port 3389/tcp on VM.

3)

Assign a public IP address to VM.

4)

Finish the Windows setup process at the console.

5)

Configure VM to allow remote access.

6)

Connect to VM using the RDP client.

STEP 1: INSTALL RDP-CLIENT
Please download a Remote Desktop client or RDP-client and install it on your local computer
(Windows normally includes the Remote Desktop Connection or mstsc.exe).
STEP 2: OPEN PORT 3389/TCP ON VM
To open the port 3389 over tcp on the VM, follow the instructions in Section 5 .5. When you come
to the instructions in Section 5.4.3, select the “Custom TCP Rule” option in the “Rule” dropdown
menu, and enter the port number 3389 in the “Port” input field. When finished with the
instructions in Section 5 .4, please continue with the step below.
STEP 3: ASSIGN A PUBLIC IP ADDRESS TO VM
Follow the instructions in Section 5.5 to assign a public IP address to your Windows VM.
STEP 4: FINISH THE SETUP PROCESS OF THE VM
1)

Go to the console of the VM in the AURO Dashboard (see Section 5 .3).

2)

Follow the setup instructions on the console (if you have not already).
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Note: If there is a problem getting the console to recognize the keyboard input please press the
grey status bar at the top of the console window. Alternatively, you can also follow the “Click
here” link to show only the console.
STEP 5: CONFIGURE WINDOWS VM TO ALLOW REMOTE DESKTOP ACCESS
1)

Select “Control Panel” from the “Start” menu.

2)

Select “System and Security” from the “Control Panel” window.

3)

Select “System” from the “System and Security” window.

4)

Select “Remote settings” from the left hand side of the “System” window.

5)
Make sure the “Remote” tab is selected in the resulting “System Properties” window
(Figure 11).
6)
In the bottom part under the heading “Remote Desktop” heading select the most secure
option allowing you to connect from your local computer to the Remote Desktop (Figure 11).
7)

Click “Apply”, followed by “OK”.

Figure 11: In the “ System Properties” window you can enable remote connections to your Windows VM . To r e a c h t h e “S y s t e m Properties”
window, select Start –> Control Panel –> System and Security –> System –> Remote settings.

STEP 6: CONNECT TO VM USING THE RDP-CLIENT
1)

Please start the RDP client on your local computer.
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2)

Open a new connection by providing the following information:
1.
2.

3)

Enter the public IP address of the instance as the name of the server .
Enter the username and password you used when logging on to the VM.

You will now be connected to the VM.

5.3 Accessing a VM over Its Console
The AURO Dashboard provides a console over which you can access your VMs. If you have
launched a Windows VM, you need to go to the console to finalize the setup of your VM. If
however your instance is a Linux VM, you must first access it using SSH and reset the password
for the default user before you can log in over the console. To access a Linux VM over the console,
you first need to follow the instructions in Section 5.1.

Figure 12: “Instances” tab in the AURO Dashboard

To access the console of your VM in the AURO Dashboard, please follow these steps:
1)

Click on the “Instances” tab in the AURO Dashboard (shown in Figure 12).

2)
Click on the name of your instance in the “Instances” table. This gets you to the
“Instance Detail” page of your instance.
3)
The console can be found under the “Console” tab at the top of the “Instance Detail”
page (see Figure 13).
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Figure 13: Console of a CentOS instance

4)
If your VM is a Windows VM, please follow the steps on the console to set up Windows.
If your VM is a Linux VM, you can log in using a username and password. However, you must first
access it using SSH and reset the password for the default user before you can log in over the
console. To access a Linux VM over the console, you first need to follow the instructions in Section
5.1.
Note: If there is a problem getting the console to recognize the keyboard input, press the grey
status bar at the top of the console window. Or alternatively, click on the text offering to display
the console only.

5.4 Port Configuration
Opening a specific port on a VM allows access over a certain transport protocol at that port. Each
application protocol (e.g. SSH, http, https, rdp,) has a default port associated with it and is using
a certain transport protocol. To allow access over a certain application protocol, you have to open
the port for communication over that certain transport protocol on the VM. The default ports
and the transport protocols for the different application protocols are listed in Table 1.
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Application Protocol

Default Port

Transport Protocol

Rule Entry

SSH
RDP
http
https

22
3389
80
443

Tcp
Tcp
Tcp
Tcp

SSH
Custom tcp rule
http
https

Public IP
Required
No
Yes
No
no

Table 1: Configuration parameters.The settings under Rule Entry are specified when adding an access rule (see STEP 2: MAKE SURE
THE SELECTED SECURITY GROUP CONTAINS THE REQUIRED ACCESS RULES). It is necessary to associate a public IP address with an instance
whenever accessing a VM over a port other than 22/tcp, 80/tcp and 443/tcp, e .g. Using an rdp-client as explained in Section 5 .3.

When opening a port, you are creating “access rules” allowing access over a certain transport
protocol at a certain port-per-access rule. The access rules are assigned to “security groups”
which can have zero or more access rules. The security groups are then associated with the
instance(s) where you want to open the ports.
To open a port on a VM, follow these steps, which we explain in detail below:
1)

Select the security group to modify.

2)

Make sure the security group contains the required access rules.

3)

Make sure the VM to be accessed is associated with the desired security group.

STEP 1: SELECT A SECURITY GROUP TO MODIFY
To select the desired security group, follow these steps:
1)

Please go to the “Access & Security” tab in the AURO Dashboard.

2)
Click on the “Security Groups” tab at the top (selected by default). Initially, the resulting
table of security groups will contain only one entry – the default security group. This will initially
have no access rules associated with it. Modifying the settings of a security group opens or closes
ports on all VMs associated with that security group. If you are unsure of the consequences of
modifying an existing security group, create a new one (Section 5 .4 .2) or read Section 5 .4 .1
before continuing with the next step.
3)
Decide which security group you want to modify. To view the rules contained in a
security rule, you can click on the “Edit Rules” buttons next to it.
STEP 2: MAKE SURE THE SELECTED SECURITY GROUP CONTAINS THE REQUIRED ACCESS RULES
To make sure the selected security group contains the required access rules, follow these steps:
1)
Make sure you are on the “Access & Security” tab and have selected the “Security
Groups” tab at the top of the page, displaying the table containing all available security groups
(Figure 14).
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Figure 14: Table of available security groups under the “ Security Groups” tab on the “ ” tab.

2)
Click on the “Edit Rules” button to the right of the security group you want to modify. The
“Edit Security Group Rules” page will appear (Figure 15), listing all the access rules associated
with this security group. Initially this table will be empty, indicating that no ports are opened.
3)
If the selected security group does not contain the desired access rules, perform the steps
given in Section 5 .4 .3 using the configuration settings from Table 1 for each access rule you want
to add (i.e. for each port you want to open). If you want to remove an access rule, click on the
“Delete Rule” button next to it.

Figure 15: “Edit Security Group Rules” page under the “Access & Security” tab.

STEP 3: MAKE SURE THE VM TO BE ACCESSED IS ASSOCIATED WITH THE DESIRED SECURITY
GROUP
To associate a security group with an instance at launch time, please see Section 4. If the VM has
already been started, follow the following steps to change the security groups with which the
instance is associated:
1)

Go to the “Instances” tab in the AURO Dashboard (Figure 12).
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2)
Select the instance you want to access and select “Edit Security Groups” in the “More”
dropdown menu on the table row corresponding to the selected instance (Figure 16).

Figure 16: Available actions on an instance.

3)
In the resulting dialog window, under the “Instance Security Groups” heading, you will be
able to see all security groups currently associated with the instance. Under the “All Security
Groups” heading, you see a list of all other security groups that are available to use.
4)

Press either + for adding or – for removing the security group(s).

5)

When you are done, click the “Save” button to save your changes.

5.4.2

Creating a Security Rule

To create a security group, perform the following steps:
1)

Select the “Access & Security” tab on the left side bar in the AURO Dashboard.

2)
Click the “Create Security Group” button above the resulting list of all available security
groups (see Figure 14).
3)
17).

Provide a name and description in the dialog window you are presented with (Figure
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Figure 17: “ Create Security Group” dialog window.

4)

Then click the “Create Security Group” button in the dialog window.

5)
To make the newly created security group have the appropriate access rules, you now
need to configure it as described under STEP 2: MAKE SURE THE SELECTED SECURITY GROUP
CONTAINS THE REQUIRED ACCESS RULES in Section 5.4.

5.4.3

Adding an Access Rule

To add an access rule, perform the following steps:
1)
Make sure you are on the “Edit Security Group Rules” page by going to “Access & Security
Groups Edit Rules” (see Figure 15).
2)

Click on the “Add Rule” button at the top.

3)
Select one entry from the “Rule” dropdown menu in the resulting “Add Rule” dialog
window (Figure 18). The entry to select for a particular application protocol (e.g. SSH, http, etc.)
is given in Table 1.
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Figure 18: “ Add Rule” dialog window. This feature allows you to change the access rules for a VM.

4)
If one of the Custom <transport protocol> Rule options were selected in the “Rule”
dropdown menu, specify “Port” under “Open Port” and the desired port number under “Port”.
The port number can be found in Table 1 given a particular application protocol.
5)

Leave the “Remote” and “CIDR” fields untouched.

6)
Press the “Add” button in the dialog window and the new rule appears in the “Security
Group Rules” table on the “Edit Security Group Rules” page.
7)
To get back to the table listing all available security groups, select the “Access & Security”
tab on the left.
Note: The Custom <protocol> Rule options in the “Rule” dropdown menu allow you to open other
ports than the standard SSH, http and https ports. To be able to access your VM over such a port,
you also have to assign a public IP to your VM (see Section 5 .5).
Note: To get back to the overview of the security groups when you are at the “Edit Security
Group Rules” page, you have to click on the “Access & Security” tab again, and select the
“Security Groups” tab at the top of the page.
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Caution: The port settings in a security group affect all running VM instances associated with
this security group.

5.5 Assigning a Public IP Address to a VM
If you want to be able to access your VMs over a port other than 22/tcp, 80/tcp and 443/tcp
(used for SSH, http, and https, respectively) over the public internet (as opposed from a VM on
the same AURO deployment), you need to assign a public IP address to your VM instance.
Assigning a public IP address to a VM is done as follows:
1)

Allocate a public IP address to your project.

2)

Associate the public IP address assigned to your project with your running VM.

STEP 1: ALLOCATING PUBLIC IP TO PROJECT
1)

Select the “Access & Security” tab in the AURO Dashboard.

2)

Select the Floating IPs tab at the top, as shown in Figure 19.

Figure 19: “Floating IPs” tab under the “Access & Security” tab

3)

Click the “Allocate IP to Project” button.

4)
20).

Select a pool from the “Pool” dropdown menu and press the “Allocate IP” button (Figure
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5)
A public IP address has now been allocated to your project and is listed in the table
under the “Floating IPs” tab. In the case that there are no more public IPs in the selected pool,
there will be an error message indicating that the allocation failed. If this is the case please
select another pool from the dropdown menu in the previous step, or try again later.

Figure 20: Allocating public IP to project

STEP 2: ASSOCIATING PUBLIC IP ADDRESS WITH INSTANCE
1)
Press the “Associate” button to the right of the IP address in the table under the
“Floating IPs” tab. A dialog window will appear (see Figure 21).

2)

Make sure the desired IP address is selected in the “IP Address” dropdown menu.

3)
Select the instance with which the IP address should be associated to from the list under
“Instance to be associated”.
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4)

Click the “Associate” button in the dialog window.

5)
The selected instance will now appear in the “Instance” column in the table under the
“Floating IPs” tab. Furthermore, the IP address will appear in the “IP Address” column of the
selected instance in the table under the “Instances” tab.

5.7 Access over Swift API Endpoints
You can also access the VMs using the Swift API endpoints. All endpoints pertaining to your
project are available under the “API Access” tab under the “Access & Security” tab in the AURO
Dashboard. Please refer to the documentation from OpenStack (http://api.openstack.org/apiref.html) on how to use them.

6.

SELECTING PERSISTENT AURO STORAGE

This section contains information which is very important to consider when using Cloud Compute.
When data is written to the file system on a running VM, it accessible as long as the VM is running.
But once the VM has crashed or has been terminated (as opposed to shutdown), the data is lost.
This kind of storage is called ephemeral storage.
There are several ways to avoid this problem. For example, one can make a habit of taking a
snapshot of the running VM every so often. These snapshots can then be used as a backup or as
a checkpoint. For example, if you are installing or developing something that you know is risky,
you can first make a snapshot and, if needed, do a rollback by terminating the instance and
launching the snapshot. This is however only an alternative if you can allow the instance to be
offline until the snapshot has been re-launched. In many situations this is not an option.
Another way of solving the problem is to attach persistent block storage to the instance once it
has been launched. AURO calls the pieces of persistent block storage “volumes”, and the data on
them is replicated three times. Volumes can be thought of as external hard drives that you can
attach, detach and re-attach to your VMs. You can attach a volume to many different instances
(but only one at a time), and you can simultaneously attach several volumes to the same instance.
Please see A Short Introduction to Block Storage for further information.
A newer kind of storage is the notion of “object storage”. With object storage, you store files as
objects in “containers”. They are stored in a flat hierarchy together with a unique identifier which
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is used to find the object. Due to the way the metadata is managed, this kind of storage is
extremely scalable, meaning that you can increase the size of each container seemingly endlessly.
Another advantage with object storage is the convenience with which you can access your files.
You can access each file using a browser by pointing it to a unique URL valid for a certain amount
of time, or you can use the object store as a file system with the help of third party software, like
s3ql. There are also programs, e.g. Cyberduck, which provide a graphical user interface to allow
you to easily drag and drop files into containers. Or you can use the containers to save automatic
backups of your system, e.g. by using Duplicity.
Please refer to our Introduction to Object Storage for more information on object storage.

7.

TRANSFERRING FILES TO AND FROM A LINUX VM

In this section we explain how to use scp and sftp to transfer files to and from a Linux VM. To use
scp and sftp, you need to make sure your public key was inserted into the VM and the port 22/tcp
was opened. This will be the case if you can SSH to your instance, but to verify, you can also
perform the following two steps:
1)

Make sure your public key was inserted into the instance at launch time.
- You can verify this by checking the “Key Fair” column in your instances list.

2)

Make sure port 22/tcp is open
- You can verify this by clicking on the instance hostname and checking the “Security
Groups” section within the “Overview” tab.

Once you have verified the above two steps, you can now follow the instructions in the
following Section 7 .1 and Section 7 .2 for using scp and sftp, respectively.

7.1 File Transfers Using scp (secure remote copy)
Depending on the operating system of your local computer, you should either follow the
instructions in Section 7 .1 .1 or Section 7 .1 .2.

7.1.1 scp between a Local Linux/MacOSX Computer and a Linux VM
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On your local Linux/Mac OSX computer, make sure that the OpenSSH tools are installed, and that
your private key has been added to your SSH client. To transfer a file from your local file system
to the VM in the Cloud, execute the following scp command in your terminal:
scp -o ProxyCommand=‘ssh forward@ssh.<project name>.projects.auro.io
nc -q0 <local ip> 22‘
<source file>
<default VM username>@<local ip>:<destination file>
For <source file>, substitute the path pointing to the file to be copied, and for <destination file>,
substitute the desired target location. The values to use for the other <>-variables are explained
on the “Access” tab of the instance (Section 5 .1).
To transfer a file from a VM in the Cloud to your local file system, execute the following scp
command in your terminal:
scp -o ProxyCommand=‘ssh forward@ssh.<project name>.projects.auro.io
nc -q0 <local ip> 22‘
<default VM username>@<local ip>:<source file>
<destination file>
You can also use scp to copy files from one VM to another. Please see the main page of scp for
more details.
Note: Please see CONFIGURING OPENSSH in Section 5 .2 .1 for instructions on how to configure
OpenSSH to simplify the above commands.
Note: If you have not added your private key to your SSH client, you can also add the -i <private
key> flag to the above scp commands.

7.1.2 scp between a Local Windows Computer and a Linux VM
To copy files between a Windows computer and a Linux VM, we recommend using the program
WinSCP. (This documentation is written for WinSCP 5.1.5.) A prerequisite is however that
Pageant is running on your local Windows computer and that your private key has been added
to it. Please see Section 5.2.2 for instructions if it is not.
To copy files to and from your Linux VM:
1)

Start WinSCP and click the “New” button.

2)

Then click on “SSH and Authentication” on the left (Figure 22).
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3)
Check the box “Allow agent forwarding” under the “Authentication parameters”
heading.

Figure 22: “ WinSCP” window configuring SSH to use agent forwarding.

4)

Now click on “Session” in the side bar on the left.

5)

Choose “SCP” as the protocol in the dropdown menu.

6)
Enter the username@hostname string given to you on the “Access” tab of your instance
under “Hostname”.
1.
Go to the “Access” tab (Section 5 .1).
2.
Find the section regarding SSH access, and its sub-section on SSH access to a
Linux VM from a Windows computer.
3.
Copy and paste the username@hostname string into the PuTTY window
under “Hostname”.
7)
Point WinSCP to your private key under “Private Key” for authentication. This key should
be in the .ppk format – please see Section 5 .2 .2 for instructions on how to use PuTTYgen to
convert a private key into this format if needed.
8)
Now press the “Login” button and you will be connected to your instance via SCP. A
window will appear with a graphical user interface allowing you to transfer files between your
local computer and the VM.
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Note: In case the connection fails, make sure Pageant is running and contains your private .ppk
key.

7.2 File Transfer Using sftp (secure ftp)
To access your VM using sftp from a local Linux computer, see Section 7.2.1. From a local
Windows computer, see Section 7.2.2.

7.2.1 sftp Between a Local Linux/Mac OSX Computer and a Linux VM
Make sure that the OpenSSH tools are installed on your local computer, and that your private
key has been added to your SSH client. If you want to do file transfers over ftp, you can execute
the following sftp command in your local terminal window:
sftp -o ProxyCommand=‘ssh forward@ssh.<project name>.projects.cloudandheat.com
nc -q0 <local ip> 22‘
<default VM username>@<local ip>
The values to use for the <>-variables are listed on the “Access tab” of the instance (Section 5 .1).
You will be presented with a command line prompt at which you can type “help” to see all
available commands. Please see the documentation of sftp for more details.
Note: Please see CONFIGURING OPENSSH in Section 5 .2 .1 for instructions on how to configure
OpenSSH to simplify the above command.

7.2.2 sftp Between a Local Windows Computer and a Linux VM
To connect to your VM using sftp, you can follow the instructions in Section 7.1.2 with only one
exception. Instead of choosing the “SCP protocol”, choose “SFTP” from the dropdown menu
instead. Otherwise, the process is the same.
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8.

ACCESSING VM WEBSITES

Assuming the security group setup of the VM allows it (see Section 5 .5), websites hosted on the
VMs can be accessed via http (80/tcp) and https (443/tcp). The URLs to use are shown in the
section regarding web access on the “Access” tab of your instance (Section 5 .1). The URLs have
been customized for your instance and can conveniently be used for copying and pasting. The
“Access” tab also provides information regarding the current status of the accessibility of the VM,
e.g. whether the necessary ports have been opened.

9.

MAKING A SNAPSHOT OF AN INSTANCE

A snapshot is a copy of a VM instance, including all its state and data. This can, for example, be
used as a means of backing up your work, or to share a setup of a VM between many users so
that the installation of certain programs only have to be performed once. It is also a good way of
having a valid state to return to in case changes you made do not work.
To make a snapshot, follow these steps:
1)
Go to the table of instances under the “Instances” tab (Figure 23) and find the instance
of which you would like to make a snapshot.

Figure 23: The “Instances” tab

2)
Then press the “Create Snapshot” button on the right hand side of the line corresponding
to the instance.
A dialog window will appear (Figure 24).
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Figure 24: “Create Snapshot” dialog window

3)

Specify the name you want the snapshot to have.

4)

Click the “Create Snapshot” button in the dialog window.

5)
The resulting snapshot can then be found under the “Images” tab (Figure 6) under the
“Project” tab. The images provided by AURO can be found under the “Public” tab.
Note: During the process of making a snapshot, the VM instance will not be responsive.
Note: After having created a snapshotm the tab is automatically changed to the “Project” tab.
Therefore, it might first look like the images provided by AURO have disappeared. They are
however available under the “Public” tab.
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AURO and OpenStack
With AURO Cloud Computing, and unlike most other vendors, the goal has been to take
OpenStack and build a highly scalable, reliable public cloud that maintains fidelity with other
leading services. Users now have real-time access to a Canadian public cloud that delivers:







Broad Network Access
Measured Service
Multi-Tenancy
On-demand self-service
Rapid Elasticity and scalability
Resource pooling

This means that if you have workloads running on AWS or Google Compute, you can use the same
tools sets, APIs and scripts on AURO. As part of this, AURO goes a step further and maintains one
of the core principles of OpenStack (an open cloud) and combines it with enterprise
infrastructure that can scale, deliver business agility and ensure companies are able to meet strict
compliance and security requirements, both from a geographic and compliance perspective.
AURO has positioned their service to deliver a cloud experience that’s hybrid in nature than what
VMware or Amazon Web Services currently provide, and that’s based more on software rather
than being tied to a specific vendor’s hardware.
AURO users now have an open and extensible public cloud that has been designed for production
environments that include:









OpenStack cloud operating system
Public or Hosted Private Cloud environments
Modular design with Cloud Blocks
Public roadmap
Compatibility with Amazon Web Services (AWS) and Google Compute (GCE)
Flexible management features include DevOps and Management Platforms
Canadian privacy and data security compliance
No vendor lock-in

For more information call +1 855 226-4678 or visit www.auro.io/start.
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